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Remote Monitoring: How to Remove 
Barriers and Implement Advances 

Is it time to perform 
remote device 
programming? 



MY CONFLICTS OF 
INTEREST ARE 

Minor consultancy fees 
from Medtronic and 

Biotronik 
 



RM Reimbursement in US 

Electronic*analysis*of*dual*chamber*or*wearable*cardioverter*
defibrillator*system*(includes*interroga9on,*evalua9on*of*pulse*
generator*status,*evalua9on*of*programmable*parameters*at*rest*
and*during*ac9vity*where*applicable,*using*electrocardiographic*
recording*and*interpreta9on*of*recordings*at*rest*and*during*
exercise,*analysis*of*event*markers*and*device*response);*single*
chamber*or*wearable*cardioverter*defibrillator*system,*

without'reprogramming'



The Housecall Plus™ System 
•  Receiver: 
-   Computer 
-   Build-in modem 
-   Flat screen 
-   Key board 
-   Printer 

•  Transmitter: 
-   For patient / Referrals 
-   Phone connection 

Features 
• Personal interaction during real-time follow-up 
• the same information as from the programmer  
• Ability to clear diagnostics (remotely) 
• Information is instantly available to the physician 
• External database support  
• Internal automatic archiving 2006 



Remote programming in neurostimulation  
early experiences 



CIED'Remote'programming'

!  Remote*programming*is*technically*feasible*

!  It*is*already*available*within*short*spa9al*ranges*(RF*telemetry)*

!  The*most*important*hurdles*are*related*to*pa9ent*safety*and*

regulatory*aspects*

!  These*issues*might*only*be*resolved*if*benefits*will*be*proven*to*

overwhelm*related*risks*



Remote'Programming'&'Key'barriers'
'

• Lack*of*reliable*telecommunica9on*infrastructure**
' '*

*

• Lack*of*data*security*and*integrity*

• Lack*of*algorithms*within*the*implant*to*protect*
cri9cal*parameters*before*change*takes*effects*
specially*when*done*remotely*

'



Remote programming nightmares 

•  Pacemaker dependency 
 (but capture thresholds trends are 
relayed now with autocapture and 
significant changes already notified) 

•  VT-VF detection/therapies 
disabled 

•  Security breaches 



In*2007,*he*had*the*wireless*feature*disabled.**



Security:'Fact'and'Fic?on'





Heart Rhythm 2015;12:e69-e100 



Remote'Programming'Poten?al'Use'
• *In'hospital'seBng*without*CIED*followMup*capability/device*
technologists*(satellite'facili?es)*
• *Parameter'reprogramming*in*pa9ents*living'far'from'the'hospital'
• *Change's?mulus*in*nonMpacemaker*dependent*pa9ents*eg*

–  3*months*post*implant*(establish*floor*of*eg*2.5V)*
–  Diaphragma9c*pacing*with*LV*lead*

• 'Change'lower'/'upper'rate'or'AV'seBng''
–  3*weeks*aSer*AV*node*abla9on*
–  Reduced*/*increased*physical*ac9vity*
–  Changes*in*spontaneous*AV*conduc9on*

• 'Switch'on'/'off'MRI'programming'
• 'Emergencies'

–  Manage*reset*aSer*EMI*
–  Disable*inappropriate*therapies*(Lead*fracture,*AF)*



Regulatory'requirement'K'Pa?ent'Safety'

•  Confidence,'Acceptance'&'Pa?ent'safety'can'be'achieved'
through'incremental'steps:''
" Ini9al*step:****
*Healthcare*provider*could*be*present**with*the*pa9ent*to*gain*
confidence*in*system*reliability*&*pa9ent*safety**

*
" Second*step:*
*NonMcri9cal*parameters*could*be*programmed*remotely*

*
" Final*step:**
*Remote*programming*could*become*a*common*prac9ce…*as*we*
use*do*our*banking*transac9ons*over*the*internet*!*

*



Service Center 
▪ Patient data protection according  to European Directives 
▪ Careful risk analysis to ensure a high quality standard for medical devices 
▪ Strict surveillance for physical and informatic access (continuous video monitoring, 
Hardkeys) 
� Defense against cyber attacks (hardware/software attacks) 
▪ Protected access 

Crypted univique code 
MICS frequency band 

Implanted device 

Crypted univique code 
MICS frequency band 

Crypted HTTPS 

Physician’s PC 



A reasonable path toward remote CIED 
reprogramming 

No remote 
reprogramming 

RP of secondary 
device functions 

e.g. Mode Switch, 
dynamic AV delay, etc. 

RP of primary 
device functions 

e.g. Pacing mode, 
output, VT/VF 
detection and 
therapies. 

probability high Low / probably never 

RP of EGM 
transmissions 

present 

RP of diagnostic 
data 

e.g. AT/AF/HVR 
detection rate zones 

future 


